/\ DATAlysis

Y @G_Ceresa

Forget Cloud Front-Ends

Let's Terratform Everything

annmnual conference

W: www.datalysis.ch E: info@datalysis.ch



Gianni Ceresa

Working with data,
Business Analytics
and EPM tools

for more than

15 years

Oracle ACE
Director




Oracle ACE Progra :: it

3 membership tiers

Director Pro Associate Nominate

Oracle ACE Oracle ACE Oracle ACE
yourself or someone you know:

_ ace.oracle.com/nominate
For more details on Oracle ACE Program:

ace.oracle.com

Connect: aceprogram_ww@oracle.com [§ Facebook.cotOracleACEs @oracleace



http://acenomination.oracle.com/
bit.ly/OracleACEProgram
bit.ly/OracleACEProgram

DISCLAIMER

I'm in no way an expert in Terraform
or claim to be one

Al did try it
A | did use it and keep using it
A So far | didn't crash “the Cloud”

A | also manage to not lose anything | already had in my
cloud account (huge achievement...)




/A DATAlysis

Forget Cloud Front-Ends

Let's Terraform Everything

O ... How | did learn Terraform myself




You already did use the Oracle Cloud, right?

To forget cloud front-ends, you first need to have seen it...



Creating a new OCI Compute Instance

What is a compute instance?

It is like a virtual machine running in the cloud, not much different.



Creating a new OCI Compute Instance

ARequires a Virtual Cloud Network, with at least a subnet
A Create a new VCN, using the wizard to make it quicker

o The screenshots are from 10 months ago,
some screens are a bit different now but all
parameters should still be there.




Create a new Virtual Cloud Network (VCN)

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) »

Networking Virtual Cloud Networks in UKOUG22 Compartment

A Virtual Cloud Network is a virtual private netwaork that you set up in Oracle data centers. It closely resembles a traditional network, with firewall rules and specific types of
Overview communication gateways that you can choose to use.

Virtual Cloud Networks ore e 8 Start VCN Wizard /

Web Application Acceleration
Name State IPv4 CIDR Block IPvE Prefix Default Route Table DNS& Domain Name Created
Load Balancers

No items found.
DNS Management

Customer Connectivity Showing 0 ltems 10f1

P Management @

Network Command Center

List Scope

Compartment

L

UKOUG22

datalysis (rootyUKOUG22

Filters

State h

Terms of Use and Privacy  Cockie preferences unavailable Copyright © 2022, Oracle and/or its affiliates. All ights reserved.



Create a new Virtual Cloud Network (VCN)

= ORACLE Cloud urces, services, doct ion, and Mar Switzerland North (Zurich) \v
Create a VCN with Internet Connectivity Help
© configuration Configuration

Review and Create

Resource availability checked successfully. Close ‘

Basic Information

1
i LX_K__X_.X_ ‘E_ B
VCN Name @ i i
1 ]
my-new-vcn ro
1 IZTEXXX
1 "':.'.,"'
Compartment (&) ExEXE
UKOUG22 v
T — Includes:
datalysis (root)JKOUG22 s VCN
+ Public subnet
e Private subnet
= Internet gateway (1G) @
Configure VCN and Subnets o NAT gateway (NAT)

s Service gateway (SG) =

e - —~

MNext Cancel

Terms of Use and Privacy  Cockie preferences unavailable Copyright & 2022, Oracle and/or its affiliates. All ights reserved.



Create a new Virtual Cloud Network (VCN)

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland Morth (Zurich) »
Create a VCN with Internet Connectivity Help
) e Intemnet gateway (IG) N
€ configuration Configure VCN and Subnets s NAT gateway (NAT)
Review and Create VCN CIDR Block () e Service gateway (SG)

10.0.0.0M16
If you plan to peer this VCN with another WCHN, the VCNs must not have overlapping CIDRs. Learn more
Public Subnet CIDR Block (i)
10.0.10.0/24
The subnet CIDR blocks must not overlap.
Private Subnet CIDR Block (&)
10.0.20.0/24
The subnet CIDR blocks must not overlap.
DMNS Resolution

Use DMS hostnames in this VCN

Required for instance hosiname assignment if you plan to use WCN DNS or a third-party DMNS. This choice cannot be changed after the VCM is created. Leam @
more

MNext Cancel

Terms of Use and Privacy  Cookie preferences unavailable Copyright ® 2022, Oracle and/or its affiliates. All rights reserved,



Create a new Virtual Cloud Network (VCN)

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) » ,{:! fE) @ 0

Create a VCN with Internet Connectivity

|
[}
=

Configuration Review and Create
9 Review and Create

Oracle Virtual Cloud Network (VCN)

Name: my-new-vcn

Compartment: UKOUG22

Tags: VCN: VCN-2022-11-24T14:42:23
CIDR: 10.0.0.0M16

DNS Label: mynewvcn

DNS Domain Name: mynewvcn.oraclevcn.com

Subnets

Public Subnet
Subnet Name: Public Subnet-my-new-vcn

CIDR: 10 (10 /24 M

Previous Create Cancel

erms of Use and Privacy  Cookie preferences unavailable Copyright @ 2022, Oracle and/or its affiliates. All ights reserved.



Create a new Virtual Cloud Network (VCN)

e eS¢l Scarch resources, services, documentation, and Marketplace Switzerland North (Zurich)

Create a VCN with Internet Connectivity Help

Configuration E Virtual Cloud Network creation complete

9 Review and Create

b Create Virtual Cloud Network (1 resolved) Done O

b Create Subnets (2 resolved) Done O

b Create Internet Gateway (1 resolved) Done O

b Create NAT Gateway (1 resolved) Done O

b Create Service Gateway (1 resolved) Done O

¢ Create Route Table for Private Subnet (1 resolved) Done 0

b Create Security List for Private Subnet (1 resolved) Done O

b Update Route Tables (2 resolved) Done @

b Update Private Subnet (1 resalved) Done d

View Virtual Cloud Network

Terms of Use and Privacy  Cookie preferences unavailable Copyright ® 2022, Oracle and/or its affiliates. All rights reserved,



Creating a new OCI Compute Instance

ARequires a Virtual Cloud Network, with at least a subnet
A Create a new VCN, using the wizard to make it quicker

ANeed to select every single option for the compute instance
A OS (image)
A Shape (kind of CPU, number of CPUs and RAM)
A Networking details
A SSH key
A



Create a new Compute Instance

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) » ,{:! fE) @ 0

Create compute instance

Create an instance to deploy and run applications, or save as a reusable Terraform stack for creating an instance with Resource Manager.
Name

my-new-instance

Create in compartment

UKOUG22 v
datalysis (root)UKOUG22
Placement Edit
Availability domain: AD-1 Capacity type: On-demand capacity

Fault domain: Let Cracle choose the best fault domain

Image and shape

‘ITI
=

Image: Oracle Linux 8 Shape: VIM.Standard A1 Flex
Image build: 2022.10.04-0 OCPU count: 1 -

Save as stack Cancel

Terms of Use and Privacy  Cookie preferences unavailable

opyright @ 2022, Oracle and/or its affiliates. All ights reserved.
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Create a new Compute Instance

S | =7\l =N e0[e Ml Scarch resources, services, documentation, and Marketplace Switzerland North (Zurich) »

Create compute instance

Networking Collapse

Metworking is how your instance connects to the internet and other resources in the Console. To make sure you can connect to your
instance, assign a public IP address to the instance.

Primary network
© Select existing virtual cloud network Create new virtual cloud network Enter subnet OCID

Virtual cloud network in UKOUG22 (Change Compartment)

<2

my-new-vcn
Subnet
An IP address from a public subnet and an internet gateway on the VCN are required to make this instance accessible from the internet.
D Select existing subnet Create new public subnet

Subnet in UKOUG22 (7) (Change Compartment)

<

Public Subnet-my-new-vcn (regional)

Public IPv4 address
o Assign a public IPv4 address Do not assign a public IPv4 address

Save as stack Cancel

Terms of Use and Privacy  Cookie preferences unavailable Copyright ® 2022, Oracle and/or its affiliates. All rights reserved,



Create a new Compute Instance

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) »

Create compute instance

Generate an SSH key pair to connect to the instance using a Secure Shell (S5H) connection, or upload a public key that you already have. “

Generate a key pair forme @ Upload public key files (.pub) Paste public keys Mo SSH keys

SSH public keys
12 Drop _pub files here. Browse

oci-compute. pub

Boot volume

A boot volume is a detachable device that contains the image used to boot the compute instance.

Specify a custom boot volume size

Volume performance varies with volume size. Default boot volume size: 46.6 GB. When you specify a custom boot volume size, service limits apply. @

Use in-transit encryption

Encrypis data in transit between the instance, the boot volume, and the block volumes.

Save as stack Cancel

Terms of Use and Privacy  Cookie preferences unavailable Copyright ® 2022, Oracle and/or its affiliates. All rights reserved,



Create a new Compute Instance

= ORACLE Cloud arch resources, services, documentation, and Marketplace Switzerland North (Zurich) » ,{:! fE) @ 0

Compute » Instances » Instance details » Work requests
my-new-in stance

Start Stop Reboot More actions -

Instance information Shielded instance Oracle Cloud Agent Motifications Tags

General information Instance access

Availability domain: AD-1 The instance must be running before you can connect to it

Fault domain: FD-2 Primary VNIC

Region: eu-zurich-1

PROVISIONING

Private IP address: Loading...
OCID: _owy3va Show Copy

Network security groups: Loading...
Launched: Thu, Nov 24, 2022, 14:45:59 UTC

Subnet: Loading. .

Compartment: datalysis (root)/lUKOUG22 @
Private DNS record: Disable

Capacity type: On-demand
Internal FQDN: -

Instance details ,
Launch options

Virtual cloud network: Loading... -

Terms of Use and Privacy Cookie preferences unavailable Copyright @ 2022, Oracle and/or its affiliates. All ights reserved.



Create a new Compute Instance

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) » ,":l

Compute » Instances » Instance details » Work requests

my-new-instance

Start Stop Reboot More actions -

Instance information Shielded instance Oracle Cloud Agent Motifications Tags

General information Instance access

ﬁ\i"ﬂ."ﬁbi"t}r domain: AD-1 You connect to a nunning_Linux instance USiI'Ig a Secure Shell I:SSH} connection. You'll
RUNNING need the private key from the SSH key pair that was used to create the instance.
Fault domain: FD-2

Region: eu-zurich-1 Public IP address: 140.238.219.218 Copy

Username: opc

OCID: _owy3va Show Copy
Launched: Thu, Mov 24, 2022, 14:45:59 UTC .
Primary VNIC
Compartment: datalysis (root)y/UKQUG22 @

. Private IP address: 10.0.10.146
Capacity type: On-demand

Network security groups: None Edit (i)

Instance details Subnet: Public Subnet-my-new-vcn

Virtual cloud network: my-new-vcn Private DNS record: Enable -

Terms of Use and Privacy  Cookie preferences unavailable Copyright ® 2022, Oracle and/or its affiliates. All rights reserved,



Creating a new OCI Compute Instance

ARequires a Virtual Cloud Network, with at least a subnet
A Create a new VCN, using the wizard to make it quicker

ANeed to select every single option for the compute instance
A OS (image)
A Shape (kind of CPU, number of CPUs and RAM)
A Networking details
A SSH key
A ..

When creating 1 compute instance it's fine, when creating 2 compute instances it's
still fine ...

Where is the problem?



Creating many new OCIl Compute Instances

What about when you need to create 8 different shapes of compute instances,
install the same environments to execute some tests and repeat all that 5-10 times
to compare the results and decide what environment perform the best?

- 3
DEEE
"

s mmm»

£2 2 OCPL

oo

For example:

When Oracle launched the A1

shape with ARM cpus.

How to evaluate how it did

perform compared to the .

existing AMD cpus? H E] ' @
| ?

Luckily Terraform exists! o' éé e ' éa % :

pagerank personalized_pageranki personalized_pagerank2 scc_kosaraju



Getting rid of cloud front-ends

Now that you saw a fraction of the cloud front-ends letting you create, manipulate,
destroy cloud objects, it's time to look at what could replace them



Terraform: an infrastructure as code tool



How does Terraform work?

Some important points first:

ATerraform is not an Oracle product, it is from HashiCorp

A It is cloud-agnostic
A Oracle Cloud is not the only cloud provider you can use with Terraform

AThere is a lot of content available online
A https://developer.hashicorp.com/terraform/intro
A https://developer.hashicorp.com/terraform/tutorials/oci-get-started
A https://docs.oracle.com/en-us/iaas/developer-tutorials/tutorials/home.htm



How does Terraform work?

vy ﬂ SR | —td

Terraform Target API




How does Terraform work?

Write

Define infrastructure in

configuration files

Plan

Review the changes
Terraform will make to

your infrastructure

Apply
Terraform provisions
your infrastructure and

updates the state file.

TERRAFORM PROJECT

.

Terraform Terraform
Configuration State File

terraform plan

Terraform will perform
the following actions

)

1000+
PROVIDERS




Terraform important commands

terraform plan

A The plan action doesn’t perform any change, it only evaluate all the required changes and
allows to review what will be created, edited, deleted.

A It is very important because it doesn’t represent any risk of breaking things.

A Sometime, when editing an existing object, it will be fully deleted and recreated instead of
edited. Because this behaviour can be destructive (think at a compute instance that you did
configure and where you are running some application: replacing it would make you lose
everything)



How does Terraform work?

Write

Define infrastructure in

configuration files

Plan

Review the changes
Terraform will make to

your infrastructure

Apply
Terraform provisions
your infrastructure and

updates the state file.

TERRAFORM PROJECT

.

Terraform Terraform
Configuration State File

terraform plan

Terraform will perform
the following actions

)

1000+
PROVIDERS




Terraform important commands

terraform apply

A Just like plan, by default it does calculate all the required tasks to be performed without
applying them directly.

A It does prompt a YES / NO question to confirm if you want to apply the changes for real.



Terraform important commands

Both commands accept a Zdestroy attribute
A The meaning is quite obvious: instead of making the configuration it will destroy it all.



Terraform State

AAll your Terraform code is disconnected from reality
A It does represent elements and dependencies between them
A It isn't related to a specific, existing, object

AThe Terraform State (file) is the connection between your code and reality
A Terraform identifiers are mapped to real objects (using OCID in Oracle Cloud)
A Extra metadata is also stored (status etc.)



Terraform State

resgurce "oci core instance” "compute_ instance- jupyterhub™ {

compartment_id = var.compartment ocid
availability domain = data.oci_identity_availability domain.EU-ZURICH-1-AD-1.name

e [

shape = "VM.5tandard.E2.2

display name = "JupyterHub”
metadata = {
ssh_authorized keys = chomp(file{var.ssh public keys.compute)]

lifecycle { .
prevent_destroy = true ORACLE Cloud and - Swiitzerland North (Zurich) v |

} . Compute » Instal
JupyterHub
Reboot M

Instance information Shield

General information Instance access

Availability domain: AD-1 The instance must be running ou can connect to it.

STOPPED
Fault domain: FD-3 Public IP address:

Region: eu-zurich-1 Username: opc

ociD: . >

Launched: Sun, +00:51UTC Primary VNIC

Compartment: y (root) Private IP address:

Capacity type: On-demand Network security groups: Non
Subnet: P




W terraform.ifstate %

" terraform.tfstate » [ Jresources > {} 12 > [ linstances > {} 0 > {} attributes > [ ]instance options » {} 0 > B& are_legacy_imds_endpoints_disabled
1169
1178
1171 “type”: “"oci_core_instance”,

1172 "name”: "compute instance-jupyterhub”,
1173 "provider”: “provider[\"registry.terraform.io/hashicorp/oci\"]",

1174 "instances": [

1175 {

1176 "schema_version”: 8,

1177 "attributes™: {

1178 "agent_config": [

1179 1

1188 "are_all plugins_disabled”: false,

1181 "is_management_disabled™: false,

1182 "is_monitoring disabled™: false,

1183 "plugins_config": []

1184 It

1185 1.

1186 "availability config”: [

1187 {

1188 "is_live migration_preferred”: false,

1189 "recovery_action™: "RESTORE_INSTANCE"

1190 It

1191 1.

1192 "availability domain”: "bBBw:EU-ZURICH-1-AD-1",

1193 "boot_volume_id": "ocidl.bootvolume.ocl.eu-zurich-1.ab5Sheljrovfxjk22i6nSehcwerkzfcgbb3bspa7t2obbsabkpdlxtx2hgoxra™,
1194 "capacity_reservation_id": null,

1185 "compartment_id": "ocidl.tenancy.ocl..aaaaaaaaxkrfbzdi72pukgwprkjer2lro6l7kSkmcips?syvkuSamkkvaboq”,

1196 "create_vnic_details™: [

1197 I

1198 "assign_private_dns_record”: false,

1199 "assign_public_ip™: "true”,

1280 "defined tags": {},

1281 "display name”: "JupyterHub”,

1282 "freeform_tags™: {},

1283 "hostname_label”: "jupyterhub”,

1204 "nsg_ids": [],

1285 "private_ip”: "18.8.1.12",

12086 "skip_source_dest_check”: false,

1287 "subnet_id": "ocidl.subnet.ocl.eu-zurich-1.aaaaaaaagv2qodémd7ff2z4cgdcyjhxpjgql3bgfupwrgqabp?zoyfntbj3yfg”,
1288 “wlan_id": ""

1209 }

1210 1.

1211 "dedicated vm_host_id": null,

1212 "defined_tags”: {},

1213 "display name": "JupyterHub”,

1214 "extended_metadata”: {},

1215 "fault_domain®: "FAULT-DOMAIN-3",

1216 "freeform_tags": {},

1217 - 1": “Jupyterhub”

1218 "id”: "ocidl.instance.ocl.eu-zurich-1.an5heljr73hf3sacwndaci7ftqop3hpgswvbw3hdi23lefzenrkudx?wvaheq”,

1219 “image  : "ocldl.image.ocl.eu-zurich-1.aaaaaaaadnwishénliuScdauemg352itjablzecs/ol73z6jttsgdagpdsma,




Terraform State

AAll your Terraform code is disconnected from reality
A It does represent elements and dependencies between them
A It isn't related to a specific, existing, object

AThe Terraform State (file) is the connection between your code and reality
A Terraform identifiers are mapped to real objects (using OCID in Oracle Cloud)
A Extra metadata is also stored (status etc.)

ATerraform without a State doesn’t know what already exists or not in your cloud
tenancy
A It will try to recreate everything

Alt is possible to map Terraform identifiers to existing objects OCID by code
A Making Terraform State aware of already existing objects

terraform import OCi_core_instance.compute_instance - jupyterhub
ocidl.instance.ocl.eu -zurich -1... wvaheq



Where does Terraform fit in the already long list of tools?

There are many tools out there doing similar/same/other things
A Ansible
A python OCI CLI
A Chef, Puppet, ...

If you google this topic you find lot of “opinions”

There isnt an answer, that | would call universal, to questions like:



Where does Terraform fit in the already long list of tools?

My personal choice (and opinion) is to pick a tool by type of activity | want to do

Infrastructure
A Terraform
A Manually via the web interface

Installation, configuration, customization of the environment (inside the OS)
A Ansible

A cloud-init
A Custom scripts

Both can be chained
A Terraform executing Ansible on the newly created instances



All this is very nice, but ...

How to learn Terraform?



How to learn and get started with Terraform?

There are tutorials, “step by step” instructions, on both HashiCorp and Oracle
website

The documentation is detailed and cover all the options available

You can start from scratch and just try to build your cloud infrastructure from
nothing

Or ...



How to learn and get started with Terraform?

A reversed approach:

ACreating a cloud object by hand, in the web interface
A Allows to see the required values
A What options are offered

AExport an existing cloud object to a Terraform definition file

AReading the Terraform code, comparing with what has been entered in the web
interface and what says the documentation

ACreate a new object in Terraform and explore the actions Terraform wants to
perform

Learning based on existing objects, created by you, to have code you know
and can fully understand instead of a random “hello world” example



Seeing it in action



Terraform: installation

# install the developers repository
sudo dnf install -y oraclelinux - developer -release -el9

# check if Terraform is available
sudo dnf list 'terraform*'

# install Terraform and the Terraform OCI provider
sudo dnf install - y terraform terraform - provider - oci

# the OCI provider is installed in / usr /bin/terraform - provider -
oci_V <version _number>



Terraform: authentication

Terraform needs to connect to the cloud provider and because of that an
authentication mechanism should be used

My preference is for an API key:

ALogin to your cloud tenancy

AGo to Profile > My Profile > API Keys

ADownload a new private key OR upload a public key

ACopy the configuration file preview, edit by adding the correct path to the private
key

ASave as ~/.oci/config (the private key can also be saved in ~/.oci with chmod 600
to protect it)

A This is the default location where Terraform will look for authentication details if not explicitly
provided in a different way



Get an API key and prepare Terraform authentication

= ORACLE Cloud

Search resources, services, documentation, and Marketplace

e -

Switzerland North (Zurich) v 0 e 0

s

Get started Dashboard -

v Service links

PINMED

o Analytics Cloud Analytics

#* Instances Compute

#* Virtual Cloud Networks Metworking

#* Buckets Ohject Storage & Archive Storage

#* Oracle Base Database (VIM, EM) Oracle Database

o Container Registry Containers & Artifacts

v Quickstarts

FEATURED

ORACLE
RedBull = =

H A C | N o

Predict the result of

the next race O

25-30 mins ELEOR METNER

woracle.comd.focidl.user.oc]..aazaaaaas? rdbvined 3zolzqg3nilvydtgldgw 766tscrmndg Sx...

RECENTLY VISITED

Autonomous JSOM Database Autonomous Database
DE Systems MySQL

Block Volumes Block Storage

File Systems File Storage

Stacks Resource Manager

Autonomous Database Autonomous Database

APPLICATION DEVELOPMENT W

Deploy a WordPress website

6-8 mins

Profile

*_ oracleidentitycloudservice/gianni.ceresa@datalysis.ch

RECOMMEMDED - Customize

Users ldentity

Tenancies Organization Management
Policies |dentity

Groups ldentity

Logging Logging

View my deployments

APPLICATION DEVELOPMENT %

Deploy a low-code app on
Autonomous Database using APEX

35 mins

Tenancy: datalysis

Service user Console

User settings

Console settings

Sign out

CHF 10,000.00 Free Trial credits

CHF 5,641.52 used
S

1192 of 1460 days

CHF 4,358 43 left

Cost savings opportunities
Estimated savings: 0

View recommendations (5)

OCI mobile app

Review alarms, access billing and usage data,

Copyright ® 2022, Oracle and/or its affiliates. All rights reserved,

&




Get an API key and prepare Terraform authentication

e eS¢l Scarch resources, services, documentation, and Marketplace Switzerland North (Zurich)

Capabilities

Local password: No SMTP credentials: Yes

API keys: Yes Customer secret keys: Yes

Auth tokens: Yes OAuth 2.0 Client Credentials: Yes
Tew i ()

View Configuration file{ i) Database Passwords: Yes

Resources API Keys

Groups Add API Key

APl Keys
y Fingerprint Created
Auth Tokens
ab:13:33:2b:24:2e0f.66:7e:fd.eb:7d:b0:52:0b:69 Wed, May 19, 2021, 10:35:57 UTC :
Customer Secret Keys
41:c1:57.08:50:b6-a9:1b-ad 85:a6:36.ea.e5.7Ta e Sun, May 23, 2021, 17:47:45 UTC
Database Passwords @
Displaying 2 APl K¢

OAuth 2.0 Client Credentials

SMTP Credentials

Terms of Use and Privacy  Cookie preferences unavailable




Get an API key and prepare Terraform authentication

= ORACLE Cloud

Terms of Use and Privacy

Cookie preferences unavailable

Add API Key

Note: An APl key is an RSA key pair in PEM format used for signing APl requests. You can generate the
key pair here and download the private key. If you already have a key pair, you can choose to upload or
paste your public key file instead. Learn more

@ Generate API Key Pair Choose Public Key File Paste Public Key

Public Key

Download the private key. It will not be shown again. After you download it
DE 50 only you can view it.

J, Download Public Key

Switzerland North (Zurich) »

i

oo oo




Get an API key and prepare Terraform authentication

= ORACLE Cloud Switzerland North (Zurich) v AEON=IN )

Configuration File Preview

MNote: This figuration file snippet includes the basic authentication information you'll need to use the
SDK, CLI, or other OCI developer tool. Paste the contents of the text box into your ~/ ig file and
update the key_file parameter with the file path to your private key. If you already have a Default profile in
your config profile, you'll need to perform some additional steps. Learmn :

Select AP Key Fingerprint

2d:95:M.cdee: 8:4e:fe9:30:90:e6.b0ec

Configuration File Preview Read-omnly

[DEFALLT]

user=ocidl.user.ocl. aaaaaaaasymdovinkd3zolzgg3nilvydigidgw7s6tscmndgoxwygbnwky
fingerprint=2d:95:1 cd:ee:51:89:45:4e:fe:f9:30:90:e6:b0.ec

tenancy=ocid1.tenancy ocl. aaaaaaaaxkrbzdi7 2 pukgwprkjer2irosI7kskmeips 7syvkusdmkkvadbog
region=eu-zurich-1

key_file==path to your private keyfile= # TODO

Pasie the contents of the fext box into your ~/ociiconfig file.

Close

Terms of Use and Privacy  Coockie preferences unavailable Copyright & 2022, Oracle and/or its affiliates. All ights




Get an API key and prepare Terraform authentication

A gianni@ThinkPadX1¢9-GC:~

Command Prompt

[gianni@ThinkPadX1c9-GC ~]% cat ~/.oci/config

[DEFAULT]
user=ocidl.user.ocl..aaaaaaaa5s7rrjusvirxd3zolzqg3nilvydtqldqw766tscmnugSxwygbnwkg

fingerprint=2d:95:f1l:cd:ee:51:89:48:le:fe:¥2:30:90:e6:bb:ec
tenancy=ocidl.tenancy.ocl. .aaaaaaaaxkrfbzdi72pukgwprkjer2lro6l7kskmcips7syvkusumkkvibog

region=eu—zurich-1
key_file=/home/gianni/.oci/oracleidentitycloudservice_gianni.ceresa-11-24-14-37.pem

[gianni@ThinkPadX1c9-GC ~]$ |




Export the existing cloud objects to a Terraform configuration



Terraform export/discovery of existing objects (with state file)

Command Prempt * 4 gianni@ThinkPadX1c9-GC:~ > AT

[gianni@ThinkPadX1c9-GC ~]$% /usr/bin/terraform-provider-oci_vu.99.8 —-command=export -output_path=/home/gianni/terraform_
export —-services=core —generate_state —compartment_id=ocidl.compartment.ocl..aaaaaaaakgdtwidblyusqccu2ynqgzr2dudztqusdthea
pfugfr2lg326orasa

20822/11/24 15:57:58 [INFO] terraform-provider-oci 4.99.8

INFO 2022/11/24 15:57:58.971887 [INFO] root compartment found ocidl.tenancy.ocl..aaaaaaaaxkrfbzdi72pukgwprkjer2lro61l7ksk
mcips7syvkuSdmkkviboq

INFO 2022/11/24 15:57:58.972181 [INFO] validating Terraform CLI

INFO 2022/11/24 15:57:58.972222 terraform bin path ——

INFO 2022/11/24 15:57:58.972227 terraform bin path ——

INFO 2022/11/24 15:57:59.827641 [INFO] resource discovery retry timeout duration set to 15s

INF

w Make sure to call the command matching the

- version of the Terraform OCI provider YoU — izreity. conpartnent export: 35

INF| « 'oci_core_volumes'
INF InSta."ed 'oci_core_cpes’

INF S . ) 'oci_core_console_histories’

INFO 2022/11/24 15:57:59.827836 [INFO] discovering resources source 'oci_core_compute_image_capability_schemas

INFO 2022/11/24 15:57:59.0278uU7 [INFO] discovering resources source 'oci_core_cluster_networks'

INFO 2022/11/24 15:57:59.827933 [INFO] discovering resources source 'oci_core_local_peering_gateways’
INFO 2022/11/24 15:57:59.8279560 [INFO] discovering resources source 'oci_core_boot_volumes'

INFO 2022/11/24 15:57:59.028010 [INFO] discovering resources source 'oci_core_images'

INFO 2022/11/24 15:57:59.827823 [INFO] discovering resources source 'oci_core_boot_volume_backups’
INFO 2022/11/24 15:57:59.8308660 [INFO] discovering resources source 'oci_core_vcns'

INFO 2022/11/24 15:57:59.030682 [INFO] discovering resources source 'oci_core_remote_peering_connections’
INFO 2022/11/24 15:57:59.0308687 [INFO] discovering resources source 'oci_core_drg_attachments’

INFO 2022/11/24 15:57:59.8387u42 [INFO] discovering resources source 'oci_core_cross_connect_groups’
INFO 2022/11/24 15:57:59.0307u6 [INFO] discovering resources source 'oci_core_service_gateways'

INFO 2022/11/24 15:57:59.838779 [INFO] discovering resources source 'oci_core_network_security_groups'’
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Command Prempt * 4 gianni@ThinkPadX1c9-GC:~ > AT

INFO 2022/11/24 15:58:087.667931 [INFO] ===> Importing resource 'oci_core_default_dhcp_options.export_Default-DHCP-Option
s—for-my—new-vcn'
oci_core_default_dhcp_options.export_Default-DHCP-Options—-for-my—-new-vcn: Importing from ID "ocidl.dhcpoptions.ocl.eu-zu
rich-1.aaaaaaaatdiidtervnx7kyzszgv275cmnubztvwkrpctughyuskdkdbqjcjca”...
oci_core_default_dhcp_options.export_Default-DHCP-Options—for-my—new-vcn: Import prepared!

Prepared oci_core_default_dhcp_options for import
oci_core_default_dhcp_options.export_Default-DHCP-Options—for-my-new-vcn: Refreshing state... [id=ocidl.dhcpoptions.ocl.
eu-zurich-1.aaaaaaaatiidtervnx7hkyzszgv275cmnubztvwkrpctughyuskdkdbgjcjcal

Import successful!

The resources that were imported are shown above. These resources are now in
your Terraform state and will henceforth be managed by Terraform.

INFO 2022/11/24 15:58:88.912771 [INFO] ===> Importing resource 'oci_core_nat_gateway.export_NAT-Gateway-my—-new-vcn'
oci_core_nat_gateway.export_NAT-Gateway-my-new-vcn: Importing from ID "ocidl.natgateway.ocl.eu-zurich-1.aaaaaaaawqnuoplé
Tw6shydqlqoy2Turxfvsea3in5s276adnribcwvyvz2zra”. ..
oci_core_nat_gateway.export_NAT-Gateway-my-new-vcn: Import prepared!

Prepared oci_core_nat_gateway for import
oci_core_nat_gateway.export_NAT-Gateway-my-new-vcn: Refreshing state... [id=ocidl.natgateway.ocl.eu-zurich-1.aaaaaaaawqn
uople7weshydqugoy27urxfvsea3dn5s276adnribecwvvz2zral

Import successful!

The resources that were imported are shown above. These resources are now in
your Terraform state and will henceforth be managed by Terraform.

INFO 2022/11/24 15:58:18.399185 [INFO] ===> Importing resource 'oci_core_route_table.export_Route-Table-for-Private-Subn
et-my-new-vcn’
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Command Prempt * 4 gianni@ThinkPadX1c9-GC:~ > AT

INFO 20822/11/24 15:58:19.221385 Optional TF attribute 'description' not found in source

INFO 2022/11/24 15:58:19.221414 Optional TF attribute 'tcp_options' not found in source

INFO 2022/11/24 15:58:19.221433 Optional TF attribute 'udp_options' not found in source

INFO 20822/11/24 15:58:19.221449 Optional TF attribute 'description' not found in source

INFO 2022/11/24 15:58:19.221477 Optional TF attribute 'tcp_options' not found in source

INFO 2022/11/24 15:58:19.221481 Optional TF attribute 'udp_options' not found in source

INFO 2022/11/24 15:58:19.221486 ===> Generating resource 'oci_core_service_gateway.export_Service-Gateway-my-new-
ven'

INFO 20822/11/24 15:58:19.221514 Optional TF attribute 'route_table_id' not found in source

INFO 2022/11/24 15:58:19.221543 ===> Generating resource 'ocl_core_instance.export_my-new—-instance_1'
INFO 20822/11/24 15:58:19.221636 Optional TF attribute 'async' not found in source

INFO 2022/11/24 15:58:19.221652 Optional TF attribute 'is_live_migration_preferred' not found in source
INFO 2022/11/24 15:58:19.221656 Optional TF attribute 'capacity_reservation_id' not found in source
INFO 2022/11/24 15:58:19.221692 Optional TF attribute 'assign_private_dns_record' not found in source
INFO 20822/11/24 15:58:19.221716 Optional TF attribute 'vlan_id' not found in source

INFO 20822/11/24 15:58:19.221739 Optional TF attribute 'dedicated_vm_host_id' not found in source

INFO 2022/11/24 15:58:19.221766 Optional TF attribute 'ipxe_script' not found in source

INFO 2022/11/24 15:58:19.221798 Optional TF attribute 'is_pv_encryption_in_transit_enabled' not found in source
INFO 2022/11/24 15:58:19.221826 Optional TF attribute 'preserve_boot_volume' not found in source

INFO 2022/11/24 15:58:19.221866 Optional TF attribute 'boot_volume_size_in_gbs' not found in source
INFO 20822/11/24 15:58:19.221888 Optional TF attribute 'kms_key_id' not found in source

INFO 2022/11/24 15:58:19.223523

INFO 2022/11/24 15:58:19.223529

INFO 2022/11/24 15:58:19.2235308

INFO 2022/11/24 15:58:19.223532

INFO 2022/11/24 15:58:19.223534

INFO 2022/11/2u4 15:58:19.223536

INFO 2022/11/24 15:58:19.223538

INFO 2022/11/24 15:58:19.2235u8

[gianni@ThinkPadX1c9-GC ~1$ |
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Command Prempt * 4 gianni@ThinkPadX1c9-GC:~/te = AT

[gianni@ThinkPadX1c9-GC terraform_exportl]$ 11
total 106
drwxr—xr—x gianni gianni 4696 Nov 24 15:58

giannli gianni 4696 Nov 24 15:37
W T giannli gianni 14631 Nov 24 15:58 core.tf
-ri—-T——r—- 1 gianni gianni 38 Nov 24 15:58 provider.tf
drwxr—xr—x giannli gianni 4696 Nov 24 15:58
i) [t i it gianni gianni 252 Nov 24 15:58 .terraform.lock.hcl
-rw—-r——r-—- 1 gianni gianni 31357 Nov 24 15:58 terraform.tfstate
i ol iy it gianni gianni 24993 Nov 24 15:58 terraform.tfstate.tmp.backup
-rw—-r——r—-- 1 gianni gianni 513 Nov 24 15:58 vars.tf
[gianni@ThinkPadX1c9-GC terra%nrm_expnrt]$|




Modify the export configuration to add changes
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] Fle Edit Selection View Go Run Terminal Help » core.tf - terraform_export [WSL: Oraclelinux_9] - Visual Studio Code

LD EXPLORER e core.if
1

 OPEN EDITORS { unsaved core.tf
e core.tf resource oci core security list export_Security-List-for-Private-Subnet-my-new-vcn {
var.compartment ocid

* TERRAFDRM_EXPORT [W5L: ORACLELINUX_9] compartment_id =
defined tags = {

> M .teraform

—
L] .teraform.lock.hcl o ) . . i .
display_name = "Security List for Private Subnet-my-new-vc

core.tf . =
egress _security rules |

provider if 1
terraform.tfstate freeform_tags = {
terraform.tfstate.tmp.backup "WCN" = "WCN-2822-11-24T15:29:58"

vars.if

ingress security rules |
description 1]
protocol
source
source_type
stateless
tcp_options
max = "22"

—
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Command Prompt * ) gianni@ThinkPadX1c9-GC:~/te AT

[gianni@ThinkPadX1c9-GC terraform_export]$ terraform plan

oci_core_private_ip.export_my-new-instance: Refreshing state... [id=ocidl.privateip.ocl.eu-zurich-1.ab5heljrysqpihm7dzbe
sjfrcke2ulkon3tseowsmfhcklevvmwebxdtbkca]l

oci_core_vcn.export_my-new-vcn: Refreshing state... [id=ocidl.vcn.ocl.eu-zurich-1.amaaaaaa73hf3saaxre7pwebmqidtdhbgbdjpa
kcbucumosdzls3nazfl7da]

oci_core_internet_gateway.export_Internet-Gateway-my—-new-vcn: Refreshing state... [id=ocidl.internetgateway.ocl.eu-zuric
h-1.aaaaaaaaZhdxijnkwingnpdinchisdt7fo2wv71lzgdqiepmgpadtfcz72uxq]

oci_core_subnet.export_Public-Subnet-my-new-vcn: Refreshing state... [id=ocidl.subnet.ocl.eu-zurich-1.aaaaaaaa3h5zcspakg
xan26crqvlpcdkyTreudfec2qvvhwol23ynhiuzbjmq]

oci_core_default_dhcp_options.export_Default-DHCP-Options—for-my-new-vcn: Refreshing state... [id=ocidl.dhcpoptions.ocl.
eu-zurich-1.aaaaaaaatliidtervnx7hkyzszgv275cmnubztvwkrpctughyuskdkdbqjcjcal
oci_core_service_gateway.export_Service-Gateway-my-new-vcn: Refreshing state... [id=ocidl.servicegateway.ocl.eu-zurich-1
.aaaaaaaappdw7ujzdfalfhstueTmpmh6iqdtxfoyk2uach73cfrnas577tykq]l
oci_core_default_security_list.export_bDefault-Security-List-for-my-new-vcn: Refreshing state... [id=ocidl.securitylist.o
cl.eu-zurich-1.aaaaaaaajsnykzjtltldmzafcrsnztncnodgpc23ghnbmm7m5Sxzz jwgivdial
oci_core_security_list.export_Security-List-for-Private-Subnet-my-new-vcn: Refreshing state... [id=ocidl.securitylist.oc
1.eu-zurich-1.aaaaaaaanauakuxarhdv732see5rs3hjgetwsx5i6utu2tvj2rsvgti6juoal
oci_core_nat_gateway.export_NAT-Gateway-my-new-vcn: Refreshing state... [id=ocidl.natgateway.ocl.eu-zurich-1.aaaaaaaawqgn
uople7weshydqugoy27urxfvsea3n5s276adnribecwvvz2zral

oci_core_instance.export_my-new-instance_1: Refreshing state... [id=ocidl.instance.ocl.eu-zurich-1.an5heljr73hf3sac5lzmw
ngqgwidhsopjsw3rxn67bsndnnzgduqunaowy3val

oci_core_default_route_table.export_Default-Route-Table-for-my-new-vcn: Refreshing state... [id=ocidl.routetable.ocl.eu-
zurich-1.aaaaaaaaxilaalrrzzqzprfcgfd5lryjbzvfasdjino66gpn3débuqgisdnzq]
oci_core_route_table.export_Route-Table-for-Private-Subnet-my-new-vcn: Refreshing state... [id=ocidl.routetable.ocl.eu-z
urich-1.aaaaaaaaoromlyphw6lo7jtcwtgdezwiof jfuugfwvbSmluxhnhv7jrbstjql

oci_core_subnet.export_Private-Subnet-my-new-vcn: Refreshing state... [id=ocidl.subnet.ocl.eu-zurich-1.aaaaaaaa73nglzkmn
ym3pem5xUokbd3flzgbxvvuvcdfgurmgjezjlz3rfjql

Terraform used the selected providers to generate the following execution plan. Resource actions are indicated with the
following symbols:




Add new Ingress Rule to an existing VCN Security List

Command Prompt * A gianni@ThinkPadX1c9-GC:~/te AT

# oci_core_security_list.export_Security-List—for-Private-Subnet-my-new-vcn will be updated in-place
~ resource "oci_core_security_list" "export_Security-List-for-Private-Subnet-my-new-vcn" {
id = "gcidl.securitylist.ocl.eu-zurich-1.aaaaaaaanauakuxarhdv732see5Srs3hjgetwsx5isdtu2tvj2rsvgtisjuo
all

ingress_security_rules {
description = "Allow S55H access from my own public IP address"
protocol = "g"
source = "85.8.191.21/32"
source_type = "CIDR_BLOCH"
stateless false

tcp_options
max = 22
min = 22

Plan: 6 to add, 1 to change, 8 to destroy.

Note: You didn't use the -out option to save this plan, so Terraform can't guarantee to take exactly these actions if
you run "terraform apply" now.
[gianni@ThinkPadX1c9-GC terra%urm_expnrt]$|
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Command Prompt * ) gianni@ThinkPadX1c9-GC:~/te AT

[gianni@ThinkPadX1c9-GC terraform_exportl]$ terraform apply

oci_core_private_ip.export_my-new-instance: Refreshing state... [id=ocidl.privateip.ocl.eu-zurich-1.ab5heljrysqpihm7dzbe
sjfrcke2ulkon3tseowsmfhcklevvmwebxdtbkca]l

oci_core_vcn.export_my-new-vcn: Refreshing state... [id=ocidl.vcn.ocl.eu-zurich-1.amaaaaaa73hf3saaxre7pwebmqidtdhbgbdjpa
kcbucumosdzls3nazfl7da]

oci_core_nat_gateway.export_NAT-Gateway-my-new-vcn: Refreshing state... [id=ocidl.natgateway.ocl.eu-zurich-1.aaaaaaaawqgn
uople7weshydquqoy27urxfvsea3n5s276adnribecwvvz2zral

oci_core_internet_gateway.export_Internet-Gateway-my—-new-vcn: Refreshing state... [id=ocidl.internetgateway.ocl.eu-zuric
h-1.aaaaaaaaZhdxijnkwingnpdinchisdt7fo2wv71lzgdqiepmgpadtfcz72uxq]
oci_core_service_gateway.export_Service-Gateway-my-new-vcn: Refreshing state... [id=ocidl.servicegateway.ocl.eu-zurich-1
.aaaaaaaappdw7ujzdfalfhstueTmpmhsiqdtxfoyk2uach73cfrnas77tykq]l
oci_core_default_security_list.export_Default-Security-List—for-my-new-vcn: Refreshing state... [id=ocidl.securitylist.o
cl.eu-zurich-1.aaaaaaaajsnykzjtltldmzafcrsnztncnodgpc23ghnbmm7m5xzz jwgivdial
oci_core_default_dhcp_options.export_Default-DHCP-Options-for-my-new-vcn: Refreshing state... [id=ocidl.dhcpoptions.ocl.
eu-zurich-1.aaaaaaaatliidtervnx7hyzszgv275cmnubztvwkrpctughyuskdkdbqjcjcal
oci_core_subnet.export_Public-Subnet-my-new-vcn: Refreshing state... [id=ocidl.subnet.ocl.eu-zurich-1.aaaaaaaa3h5zcspakg
xan26crqvlpcdky7reudfec2qvvhwol23ynhiuzbjmq]

oci_core_security_list.export_Security-List-for-Private-Subnet-my-new-vcn: Refreshing state... [id=ocidl.securitylist.oc
1.eu-zurich-1.aaaaaaaanauakuxarhdv732see5rs3hjgetwsx5i6dtu2tvj2rsvgtisjloal
oci_core_default_route_table.export_bDefault-Route-Table-for-my-new-vcn: Refreshing state... [id=ocidl.routetable.ocl.eu-
zurich-1.aaaaaaaaxilaalrrzzqzprfcgfdslryjbzvfasdjino66gpn3déebugisdnzq]

oci_core_instance.export_my-new-instance_1: Refreshing state... [id=ocidl.instance.ocl.eu-zurich-1.an5heljr73hf3sac5lzmw
nqqgwihsopjsw3rxn67bsndnnzgduqunaowy3val

oci_core_route_table.export_Route-Table-for-Private-Subnet-my-new-vcn: Refreshing state... [id=ocidl.routetable.ocl.eu-z
urich-1.aaaaaaaaoromlyphw6lo7jtcwtgdezwiof jfudugfwvbSmluxhnhv7jrbetjql

oci_core_subnet.export_Private-Subnet-my-new-vcn: Refreshing state... [id=ocidl.subnet.ocl.eu-zurich-1.aaaaaaaa73nglzkmn
ym3pem5xUokbd3flzgbxvvuvcdfgurmgjézjlz3rfjql

Terraform used the selected providers to generate the following execution plan. Resource actions are indicated with the
following symbols:
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Command Prompt * A gianni@ThinkPadX1c9-GC:~/te AT

# oci_core_security_list.export_Security-List—for-Private-Subnet-my-new-vcn will be updated in-place
~ resource "oci_core_security_list" "export_Security-List-for-Private-Subnet-my-new-vcn" {
id = "gcidl.securitylist.ocl.eu-zurich-1.aaaaaaaanauakuxarhdv732see5Srs3hjgetwsx5isdtu2tvj2rsvgtisjuo
all

ingress_security_rules {
description = "Allow S55H access from my own public IP address"
protocol = "g"
source = "85.8.191.21/32"
source_type = "CIDR_BLOCH"
stateless false

tcp_options

max = 22
min = 22

Plan: 6 to add, 1 to change, 8 to destroy.
Do you want to perform these actions?
Terraform will perform the actions described above.

Only 'ves' will be accepted to approve.

Enter a value:
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